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1. Initial Setting and Installation of ActiveVisor

1.1 System Requirements

The following are the minimal system requirements required for ActiveVisor

CPU

Pentium 4 or above

Main Memory

2048MB or more is required. * 4096MB or more is recommended.

Hard Disk Space

500MB or more available space.

Internet Connection

Required for client management operations and updating the product.

Screen Resolution

1280x1024 or above is recommended.

Supported OS

Windows 10 (x64), Windows Server 2012R2 or later OS

*When the User Account Control is enabled in desktop OS, etc., the program may ask for your permission
to continue operation. Should you get this prompt dialog, select [Allow] to proceed the wizard operation.

Supported Agent Version

Activelmage Protector 2018 Update Version 5.1.11.6500 or later agent is supported on managed

clients.

Web Browser

The following Web browsers are supported for Web access.

* Google Chrome Version 59 or later

* Microsoft Edge Version 42 or later

* Apple Safari Version 12 or later




1.2 Installation of ActiveVisor

Run the installer program from the download or installation media to launch the Set-up Wizard.

H ActiveVisor Setup - *

Welcome to the ActiveVisor Setup Wizard

It is recommended that you dose all other applications before starting Setup.

Click Next to continue.

1Y) Actiphy

Fig. 1.1 Launch the ActiveVisor Set-up Wizard

Click [Next].



Enter the product key.

H ActiveVisor Setup - b4

Product Key

Enter the product key received with the product Cg%a Activ eViS Or

Please enter your product key:

{i.e. ABCDEF _GHLIKL-MNOPQR-STUVWX-YZ 1234)

[ Activate after the instal completes. (requires internet connection)

) Actiphy

Fig. 1.2 Enter the product key

Please enter the product key listed in the package or E-Mail from Actiphy.



The End User's License Agreement is displayed.

H ActiveVisor Setup -_ -4

License Agreement

Please review the license terms before installing ActiveVisor, %:p} Ac.t.ivevis Or

Press Page Down to see the rest of the agreement.

SOFTWARE LICENSE AGREEMENT A

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS
SOFTWARE LICENSE AGREEMENT ["AGREEMENT") CAREFULLY BEFORE
USING THIS SOFTWARE ["SOFTWARE PRODUCT"). BY USING ANY FORM
OF THIS SOFTWARE PRODUCT, YOU ACKNOWLEDGE THAT YOU HAVE
READ THIS AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU
AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE
TERMS AND CONDITIONS OF THIS AGREEMENT, DO NOT USE THE
SOFTWARE PRODUCT. NO CHANGE, AMENDMENT AND/OR
MODIFICATION OF ANY PROVISION OF THIS AGREEMENT OR NO NEW
LICENSE AGREEMENT SHALL BE VALID UNLESS IT IS AGREED UPON BY
ACTIPHY, INC. ("ACTIPHY") WITH ITS PRIOR WRITTEN CONSENT.

) Actiphy

EA1 accept the terms of the License Agreement

Fig.1.3 End User's License Agreement

Please review the End User's License Agreement and check the box next to [| accept the terms of
the License Agreement] to continue the installation and click [Next >].

If you do not accept, click [Cancel] to cancel the installation.



Select the setup type.

B8 ActiveVisor Setup - X

$R ActiveVisor

®) Typical

Installs the most common program features. Recommended for most
Users,

(O custom

Select which program features will be installed and instal destinations.
Recommended for advanced users.

) Actiphy

Fig. 1.4 Select Setup type

Select [Typical] to install the most common features and click [Next].



Installation starts.

B8 ActiveVisor Setup — s

) Actiphy

Fig. 1.5 Ready to start installation

Click [Install] to start installation.



H ActiveVisor Setup —_

Installing

Please wait whie ActiveVisor is being installed. 8‘{2}8 ActiveVisor

Extract: cpprest120_2_9.dl

) Actiphy

=

Fig. 1.6 Installation in progress.



The following window is displayed indicating that the installation process has completed.

Click [Finish].

m ActiveVisor Setup -_

Installation Complete

Setup was completed successfully. atla ACtiVEViSOr

Completing the ActiveVisor Setup Wizard

Click Finish to dose this wizard.

) Actiphy

Fig. 1.7 Installation completed.




1.3 Initial Settings of ActiveVisor

Starting ActiveVisor after the installation process completes, the initial settings window is
displayed as follows. Register the necessary information in order to manage the client machines.

B ActiveVisor

Operations View Preferences Tools Help

o 1+ T ] = 4 ¥ o Q]

Site Configuration Backup Schedule vStandby Client Settings Deploy Push Install Add Computer Monitoring

ActiveVisor”

A Centralized Management Console for Actiphy Backup Products
Please enter information about this installation*

Site name*: Site Location:
activeyisor Enter descriptive information of whereabouts

Installation Type: @ Active Directory () Windows Network

Please enter your Active Directory credentials®

Username: Password: Domain:
‘domain local Test Authenticate
Please enter information about Hypervisor on the network +
Host Name Type Version IP Address
one: Cancel
&5 Network Connected.  Agent I/F: Web legin user0 Last Routing Table Change:N/A

Fig. 1.8 Initial Settings Window

Please specify the range of the client search and enter the credentials information for searching
and managing the clients.

- Active Directory
* Windows network
- Hypervisor

When selecting Active Directory, ActiveVisor accesses Active Directory to obtain the client
information. Enter the Domain Administrator or Domain Admin Group user account for Site
Credentials. Enter an absolute domain name.

When selecting a Windows Network, the client information over the identical network is obtained.
Enter the built-in Administrator account for Site Credentials.

When selecting [Hypervisor], please select a hypervisor on which the virtual machines to manage
(hereinafter “agentless client”) are registered. You are recommended to select [Hypervisor] option
to add the virtual machines that were not discovered by Network Discovery. Click [Add
Hypervisor] to display the window shown in Fig. 1.9.



Ee Add Mew Hypervisor et

Select Hypenviosr Type v

Cancel

Fig. 1.9 Add Hypervisor

Click [¥] for [Select Hypervisor Type] and the supported hypervisors are listed. Please select a
specific hypervisor.
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el Add Mew Hypervisor

Select Hypenviosr Type

ViViware ESXi
Citrix Hypervisor
Proxmox VE
Mutanix Acropolis

Select Hyperviosr Type
Microsoft Hyper-\V

Cancel

Fig. 1.10 Select Hypervisor Type

Please enter the host name, user name and password.

ﬁ Add New Hypervisar

Microsoft Hyper-\

192168, =
admiinstrator
domain

% Connecting...

Cancel

Fig. 1.11 Enter the credentials information

Click [OK] and enter the credentials information.
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Please make sure [Done] is indicated in green.

rﬂ Add New Hypervisor

Microsoft Hyper.V w
Server001
administrator

ERERREERE IR

domain

« Done

Cancel oK

Fig. 1.12 Authentication Completed

Upon completion of authentication, the host name and the added hypervisors are indicated in the

dialog shown in Fig. 1.8.

B ActiveVisor

Operations View Preferences Tools Help

o S M = A ¥ (+] ~

Site Configuration Backup Schedule vStandby Client Settings Deploy Push Install Add Computer Monitoring

ActiveVisor”

A Centralized Management Conscle for Actiphy Backup Products

Please enter information about this installation*

Site name™: Site Location:
activevisor Tokyo
Installation Type: @ Active Directory () Windows Netwark

Please enter your Active Directory credentials™

Username: Password: Domain:

administrator s domain local

Please enter information about Hypervisor on the network

Host Name Type Version IP Address
WIN-AGCTGEQOUSL Hyper-V Microsoft Windows Server 2019 Standard 192.168.1.5
SERVER0DO1 Hyper-V Microsoft Windows Server 2019 Standard 192.168.1.51

=n -

é Network Disconnected.  Agent I/F: Web login user.0

‘ Test Authenticate

Test Succeeded

+ o

Last Routing Table Change:2021/03/30 17:48:02

Fig. 1.13 Added Hypervisor

Please repeat the same steps and add as many hypervisors as needed
hypervisor at the very first startup of this product or any time later.

12
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Click [Done] and a connection with the local host is established using the configured credentials
information and begin searching for clients.

If connection to the local host fails to establish using the configured credentials, please specify
another local host accessible with the credentials information.

The number of clients found as a result of a search is indicated in [Discovered Clients] in the
[Dashboard] tab.

[ EFCRE

Cparstiont  View  Praferancm Toch Melp

7} Dashbaed s fa i Desraors L3 Pl Farcomery

e = Lte Surmrrary

et Al Chenti and Computers Agent:based Tasks Agentleia Tail Storage Statistics

BR Aan 7 48 17 0
L) Memier of Dracevered ' agents mia 0 s mis Total Stoiage
..... avooman o il Lompoen taiked rukn B enad
s Iminrnat Conrarmon
W Agent inptalied 1 Mo Agend mtalied W Secoreded o Fabed W Secoeesed © Faded W ot Upsd @ dvalable B Mimost Ful
o B
iremos > lvenis Q,
P | Tme Priiace
i 2 ] Prcchert key sooes DOMRD-LEWWET-Se b ® T "k

Przaidt lfy 3002 WESRLA: ESXTO"
o Cheni Softwany

X et Lcwiin

<] Ol Tas _

Lt Soagtang Table Changrd0d | L0 174802

ok Hertenrk Distornected. Agent UF-1SAME iy Thents B LocalostiClents: T

Fig. 1.14 The number of discovered clients indicated in [Dashboard] tab

13



Switching from the [Dashboard] tab to the [Client] tab displays the list of the clients on which the

Activelmage Protector agent is installed.

BB vy [ ®
Opersions Vies Preferencds ook Help

(=) Dribizra I Clignts A Dwilriaters, (3 Fi Rairosy
Etrerdice = Clerdy = A8 Cleety » Bpegesd = Filberi

15| Corgubi - Gyiter 3¢ - e AW L
.-m ) oA Bl e et D L
Llatili Tl
-F ¥ L i T

B A e L L L hurs S retviige o

B W Manicea [ B SERYERDD 5 5 st Ao S

B g o B ANROOIY AL ™ ] Wisdiows 10 pper Agerel. Base = i {0
B WFes
i

L &
[ oot haials a,
i = Tme Soamre Mepage

3 4od P E RN &~ [ N
-
o Pl .
& Tl Softase
4 .l E AP

£ £
- =1 LG0T T Pl SEENEROC) Cleil a0 i AShEd Ul -
e btk Ddrosuentd. Mgend W YRR DEE gt o], Lcalainenty 1) erls Kg i vserd] it Pouirsy Table Chaieye RSN B1AAD MK

Fig. 1.15 Client List (Example)

The client computers on which agent is installed and registered in Active Directory are

automatically added to [Managed by this ActiveVisor].

The other computers are added to [Networked Computers].

As for the clients inaccessible using the credentials information, you’ll need to enter the
credentials for the respective clients in [Add Computer] window. Please start by selecting [Add

Computer] in the top menu.
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Add Computer x

i.e: domain or host IP\Username

Computer Name:
IP Address:
Operating System:
Installed Product:

Target Computers | Auto Search

[  Computers Domain IP Address System Edition Version

Fig. 1.16 Add Computer

Enter the local host name or IP address, user name and password. Click [Test Connection] to
establish the connection.

When the connection is established, click [Add to Target] to add the computer to [Managed by this
ActiveVisor] in [Client] tab.

Using [Auto Search] discovers the computers over the same network and lists the found
computers. Check in the checkbox for the computers to add and click [Add] to add the computers

to managed list.

15



2. Push Install Activelmage Protector to Clients

In order for ActiveVisor to manage client machines, ActiveVisor's management agent
(Activelmage Protector agent) has to be installed to the clients. ActiveVisor is built with a Push
Installer to push install Activelmage Protector agent to the managed clients.

2.1 Preparation Steps

First, copy the Activelmage Protector installer program (Setup.exe, etc.) to a folder (“C:/work” in
this example) accessible from the machine which ActiveVisor is installed. The installer program
may be installed in optical media, however, it is recommended to save the installer program and
installation files to the local folder to deliver faster read and write speeds.

EA setup(s.1.11.6585)_2018.exe Properties X
General Campatibility Digital Sigratures
Security Detaile Previous Versions
Praopesty Walue
Description
Filz dezcription  Activelmasze Frotector 2018 Installer
Type Application

Filz wersion 5.1.71.5585
Froduct names Activelnzze Protector 2018
Froduct vergicn 5.1.11.6585

Copyright Ciopyrisht Actiphy, e
Slze 1.11 GB

Drate modifisd BA0S2027 1172 Ahd
Larguage English (United States)

Lezal trademerks Actiphy, 41 Rights Reservad

Hemove Propertiss and Perzonal hiormation

Cancel Acply

Fig. 2.1 Copy Activelmage Protector installer program

Next, have the product key handy. Actiphy provides you with a product key in order to activate the
Activelmage Protector on a number of multiple machines. If installing to a number of managed
clients, please purchase the required number of product keys.

Registration of the product keys on ActiveVisor is required (Push Install automatically enters the
product key for activation.)

16



Select the [Site Configuration] — [Register Product Key]. The license information of the clients on
which Activelmage Protector is installed is displayed in [License Management] tab.

H Site Configurition

]} Site Configuration Product Key
RUEAF2 17396, M0 L 01 "l
[E]} General Settngs WHEFLL-ESNT -, - gL

ZXOMRD-UZWWET-L, TR "y
=) Motifications

= ) Storpge Divices
= | HyPErEGIE
=) Aleris

= | Console

Register Product Key

| Register New Product Key

Fig. 2.2 Add a new product key

To register a new product key, click [Register New Product Key] in the lower right corner. The
following dialog prompts you to enter the product key.
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B8 Add Product Keys

Please enter product keys to add below:

12345e-123456-123256-123456-12345¢

Cancel 0],4

Fig. 2.3 Add Product Key

Here the product key for server is registered.

2.2 Push Install

To start a Push Install, please select [Push Install] in the top menu.

Select the installation package.

*

Push Install

18



Click [ ¥] to the right of [Select Install Package] and select [Add New...].

ES Push Install ¥

Select Install Package H

Select Install Package
Add new ..
Uninstall

Agent Version:

Date: N/A

Install Environment:

{® Physical 3 Virtual
Select Install Components:

Options:
[[] Reboot on installing

Target Computers | Addnew ]

Computers IP Address  System Edition Version Product Key Status

i ”
e (I

Fig. 2.4 [Add new] in menu

Select [Add new] and the Activelmage Protector installer program copied in Fig. 2.1.
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Remote File Explorer *

&« | B Ciwork v |
Mame Type Size Date modified

~ L This PC
Setup(5.1.11.6585)_2018.exe File 1.12 GB 2021/03/10

> [ Desktop
> Documents
OneDrive
(s
» dey
PerfLogs

PixelMetrics Logs

[ /I A A ]

Program Files
> Wl Program Files (x86)
> W Users

W Windows

~ W work
> MR — [ (E)
> BFUa—AF) 2

o (D

Fig. 2.5 Select Activelmage Protector installer program

Please select [Setup] added in the pull-down menu from the next time to run Push Install.
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ek

2= Push Install

Setup(5.1.11.6585) 2018 -
Package Type: Installer

Product Mame: Activelmage Protector 2018

n

Product Version: 5.1,11.658

Agent Version:  5.7.11.658¢
Date: 3/10/2021 11:12:08 AM

Install Environment:

® Physical (2 Virtual

Select Install Components:

Activelmage Protector Agent [ Image Explorer
] Maunting [ Activelmage Console
] Windows PE Boot Environment || Activelmage TaskTray

Options:

| Reboaot on installing

Target Computers | Add new

Computers IP Address System Edition Version Product Key Status

Fig. 2.6 Select the product

The settings for Push Install are configured as described.

In [Select Install Components], select the components for the Push Install. By default, only
[Activelmage Protector agent] is selected. If you do not select any component other than
[Activelmage Protector agent] and perform the Push Install, you won’t be able to launch
Activelmage Protector console on the client machine. To use Activelmage Protector console on
the client machine, you are recommended to select [Mounting], [Windows PE Boot Environment],
[Activelmage Console], [Image Explorer], [Activelmage Task Tray], etc.

On the contrary, if you will never launch Activelmage Protector on the client machine, you do not
need to select any component other than [Activelmage Protector agent].

21



Select the target computer for the Push Install. Click [Add New] to the right of [Target Computers]
as shown in Fig. 2.6. The target clients list is displayed.

@ Choose Computer hd
Choose a Computer to Add:
Filter Q,
m NManaged Clients
L WIN10DEV

Ll ACTIVEVISOR
m Metwork Computers

L) BACKUPSERVER

| SERVERDO3

2 SERVERDO1

) SERVERDD2

L WIN-AGCT =] |

Fig. 2.7 Managed / Unmanaged Clients list

Select the target clients for Push Install and click [Add New] for [Targt Computers] in the dialog.

22



The target client is registered for Push Install as shown in Fig. 2.8.

Setup(5.1.11.6585)_2018 v
Package Type:  Installer
Product Name: Activelmage Protector 2018

Product Version:

5.1 585
Agent Version:  5.1.11.6585
Date 371072021 11:12:08 AM
Install Environment:
® Physical ) Virtua

Select Install Components:

Artive 7& Protector Agent | Image Explorer
| Mounting | Actrvelmage Console
| Windows PE Boot Environment | Activelmage TaskTray
Options:

| Reboot on installing

Target Computers | Add new

Computers IP Address System Edition Version Product Key Status

SERVERDO1 1921680 ®  Microsoft Win... Select Product -

SERVERDO2 1921688 ™= Microsoft Win Select Product -

'I'?.J.'.-.-E,.I & Micresoft Win.. Sefect Product ... -
Cancel

Fig. 2.8 Add target computers for push install

Use the preceding checkboxes on [Computers] and their respective clients to select or deselect
the clients as targets for installing Activelmage Protector.

Specify the product key to use for activation of the product on the respective clients.

Click [ ¥] to the right of [Select Product...]. Please select a product key from the list of the
available product keys. The product key for the managed client machines and the product keys
registered in Site Configuration are listed. Select [Add New] to register a new product key.

23



Click [Execute] to start Push Install.
Enabling [Reboot on installing] option displays the following dialog.

E& Push Install

The target machine will reboot
after installation.

Do you wish to continue 7

Cancel Yes

Fig. 2.9 Reboot after installation

Click [Yes].
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|. Push Install

Setup(5.1.11.6585)_2018
Package Type: Installer

Product Mame: Activelmage Protector 2018
Product Version: 5.1.11.6585

Agent Version:  5.1.11.6585

Date: 311072021 11:12:08 AM

Install Environment:

® Physical () Virtual

Select Install Components:
Activelmage Protector Agent

) Mounting

(] Windows PE Boot Environment

Options:

Reboot on installing

Target Computers

) image Explorer
[ Activelmage Conscle
[ Activeimage TaskTray

Cnmpuféts IP Address System Edition Version Product Key Status

SERVERDO1 192,168 = Microsoft Win... WE’;EFM-ESH?{!... v) Installing...
SERVERQOZ 192168, g Microsoft Win... WSBFL4-ESXTQ.. - Installing...
SERVERDO3 192168, g Microsoft Win... WEBFL4-ESXTOL. - Installing..

Gree s

Fig. 2.10 Push Install

Push Install starts.

Make sure that Activelmage Protector is installed on the target clients as shown in Fig. 2.11.
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| ™ = | Activelmage Protector -
Home Share Wiew
“— v « Program Files (x86) * Actiphy > Activelmage Protector > v O
. % OneDrive ~ Name h Date modified Type Size
[2] AddResourcesDataX64.dll 21542021 2:58 PM Application extens... 1,657 KB
v = This PC [] AddResourcesDataXas.dll 21542021 257 PM Application extens.. 1,534 KB
> P 3D Objects wl aipuini 3/11/2021 T:02 PM Configuration setti... 4 KB
> B Deskiop [] aipinibk 3/11/2021 7:02 PM BK File 4 KB
> B Documents El aiplog 3/30/2021 6:47 PM Text Document 1,075 KB
5 & Downloads ﬁ AlPAIR.exe 201542021 2:57 PM Application 3457 KB
s b Music [ AipControlexe 2/15/2021 2:57 PM Application 6,545 KB
o [ AipContral35.exe 271542021 2:57 PM Application 1,241 KB
2 W Fictares B9 AipCopyWLH64.exe 2/15/2021 257 PM Application 21,520 KB
> [l Videos AipEvent.exe 2/15/2021 2:57 PM Application 4,467 KB
v . Local Disk (C) [] aipla.bk 2/15/2021 10:55 PM BK File 8 KB
¥ $WinREAgent | aipla.bk2 21542021 10:55 PM BK2 File 3KB
Config.nsis = AipMailSender.exe 2/15/2021 2:57 PM Application 5407 KB
s T dev R sipNotify.exe 2/15/2021 257 PM Application 8,193 KB
Perflogs =] aipoldlog 3/30/2027 2:25 AM Text Document 1,055 KB
, PixelMetrics Lo E| AipPushinstalllog 3/11/2021 810 PM Text Document 122 KB
, Program Files [ Aiprinst.exe 20152021 257 PM Application 215 KB
m AlProtector.exe 211542021 2:57 PM Application 36,521 KB
o VLR ] AlProtectorlog 3/11/2021 7:00 PM Text Document 1k8
ProgramData [=] pipService.exe 2/15/2021 2:58 PM Application 9,927 KB
? Users w B8 aiptaskexe 2/15/2021 2:57 PM Application 4,926 KB
156 items

Fig. 2.11 Activelmage Protector installed on the client computers

If the Push Install failed, please ensure that the firewall setting is configured to allow access on
the client and that Administrative share is enabled on the client computer.

When the Push Install successfully completed, the clients are added to the list of managed by this
ActiveVisor in [Client] tab. The list includes the information of the installed agent and the versions.
Icon indicated at the left end turns green.
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When the Push Install completed on every managed client, the green icons are indicated for the
entire client machines as shown in Fig. 2.12.

B acviervion o ®

Opeiatsin  Vew  Feleieres ool Hep

{7 Dushband D Cligaty. i Ctgtars [ e Azcomany

RlvruTiis = Chpedy o A Citaly » Masaged
a3 ! Syl Vv S o L A ST
m - 'd s - Mnthois S 319 LERLEL [}
S T | Nurchown herer 3 5 a
o e Mg 51 3 B ] i e u o
I S (23
I ooy 0]

Fig. 2.12 Push Install completed on every managed client
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2.3 Operate ActiveVisor via Web browser

System administrators can now operate ActiveVisor functions via the Google Chrome web
browser. To operate ActiveVisor via Web-browser based console, please select [Preferences] —>
[Console] to configure the browser console settings.

Preferences Tools Help

[Z] site Configuration
f General Settings

] Notifications

™ Storage Devices tions
1 B Hypervisors '
A Alerts
Conl
L Consale . Bs
; % Register Product Ke}fl G oms

Fig. 2.13 [Preferences] menu
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Please select [Console] from the menu on the left pane.

ite Configuration

[=]) Site Configuration Consele window settings

) I:I Remember the Previous Window Size and Location,

[=]) General Settings
Web access

@ Notifications Enable Web Access

Ll @ Enable SSL at port | 443 (Z) Enable HTTP at port | 80

=) Storage Devices - —

= Authentication Mode: Windows Authentication v
‘=) Hypervisors Password Authentication: Usemame Password

=) Alerts

Console

= Register Product Key

Fig. 2.14 [Console] Settings

Please check in the checkbox for [Enable Web Access] under [Web access]. Then, select SSL or
HTTP protocol for communications over network. SSL is preferable to keep internet connections

secured. HTTP can be selected for communications over the local intranet without access to an
external internet website.

HTTP and [Windows Authentication] for [Authentication Mode] are selected in this example.

On a system where Microsoft Edge is installed, enter the IP address of the client machine on
which ActiveVisor is installed.
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The following [Login] window appears.

B | [ Acivevisor bl -
& C & Notsecure | https://activevisor/#/login

ActiveVisor"

administrator

Login

Q, Install SSL Certificate

Copyright @Actiphy, IncAll Rights Reserved.

Fig. 2.15 [Login] dialog
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As [Windows Authentication] is selected, please enter “administrator” and the password. Web
browser-based ActiveVisor's console window is launched.

O Acheiser - rvines it
1:7..

Dperations  View

% | £ Semsog

% | B Hew s ®| 4+
[ ik Mot secure | bitps//localhost/'®/main

= | o
AT
Teols  Help

Prelerences

1) Dashbearnd 2 Clrs & Dbt 3 e Becorry
acireeeion » e Someary
2% Site Hame
sctivavienr All Clierts and Computers Agent-based Tasks fgentiess Tarks Sorage Stativtics
amiveviooe (1921640 @
@ Site Lesation -
Ty
) Time Zong
e Lo 7 44 24 126.4 GB
K| Shember of ] % agenits wio 1 Wik wio Total Searage
Cipemseradomasn § & Comguter. fankn ks B8O ueed
&5 Ingcrnet Conmtctian

W Agent iratslied @ Mo Agent inataled W Succested o e

il B Suncesded 0 Falled W ot Used delsble W Almicat F
. s
Ll
acthosxniog » Dvents =
T Vit Lourse Mleniigr
B thmi ] 1:-.-' 02N bR Pl ActhveViniod Woets Servin 1tarted K
ol Penwork Drconnected.  Ageet [FIIS2 168 "s-Chents 4], LotmestiClents 1) Welb login ner Lt Ramating Talble Crange 3 30/2081 21432 AM

Fig. 2.16 Web browser-based ActiveVisor’'s console

Display of the entire console window in Web browser requires a large screen size and high screen

resolution (especially from side to side). “Web login user: 1” at the bottom of the console window
indicates that the console is accessed via Web browser.
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If the console text appears in “Japanese”, please select [View] in the menu bar and [Language] ->
[English].

View Preferences Tools Help
l Language  * V' English

B4:E
Decnboard

Clients
' _ | & Destinationd

Destinations

File Recovery

H Monitoring All Clie

Refresh

Fig. 2.17 Selected English Version

Administrators can more flexibly manage the client machines from any location using a Web
browser-based console.
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3. Create and Deploy Backup Tasks

This chapter provides the procedures to create agent-based backup tasks on client computers by
using ActiveVisor.

* Create a Backup Schedule
» Specify the backup destination disk

* Deploy the backup settings to target clients

3.1 Create Backup Schedule

Activelmage Protector allows flexible schedule settings for agent-based backup task. Using
ActiveVisor, follow the procedures below to create and deploy schedule settings to target clients.

Select [Schedule] in the top menu to launch the Schedule Template Wizard.

@g Schedule Template Wizard
\‘
1. Schedul }
(: chedule )
Schedule Template Name: | Schedule
Base (3) Incremental (3)
Monthly v m = Weekly v M
E ? t 2 2 £ :: Sun Mon Tue Wed Thu Fri Sat
g 10 11 12 13 14 15 16
17 18 19 20 21 27 23 24 ® Multi-times  Start Time: (JEnd Time: Interval:
25 % | 27 28 29 20 31 EoM [os:0 © 09: 0 60 Min v
Execute Time: [09:00 ZM @ (O Onetimeonly. 02:00 AM
Add New Base Add New Incrementa
Event Backup:( ] Shutdown/Reboot Option: [7] Auto run if a scheduled task is missed

Fig. 3.1 Schedule Template Wizard

The following example shows how to configure the base and incremental backup schedules. In
general, Weekly and Monthly options are provided for base backups, and weekly recurring times
can be set at pre-defined intervals for incremental backups.

Fig. 3.2 shows that base backup task is scheduled on the 1st of every month, while incremental
backups are scheduled every hour from 9:00 to 21:00, Monday to Friday. To create hourly
incremental backups while the client is up and running, uncheck [End Time].
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To schedule multiple backup tasks, click [Add new base] or [Add new incremental].

Schedule Template Wizard X

( 1. Schedule )

Schedule Template Name: | Schedule

Base (3) Incremental (3)

Monthly v i = Weekly ~ m =
! 2 E 4 3 b ! = S | Mon | Tue | Wed  Thu | Fi St
9 10 1 12 13 14 15 16
17 18 19 20 21 2 23 24 @ Multi-times  Start Time: B [ End Time: Interval:
25 26 27 28 29 30 21 EOM 0%:0 @® 09:0 B0 Min. W

Execute Time: |08:00 2M (D () One timeonly: | 09:00 AM
Add New Base Add New Incremental

Event Backup:(_] Shutdown/Reboot Option: [ Auto run if a scheduled task is missed

e backup if scheduled base backup task has been missed,

Cancel m

Fig. 3.2 Add Backup Schedule

The following example shows how to configure the schedule settings for different timings. To
delete a schedule, click the recycle bin button.

Generally, the backup schedule tasks are scheduled on a monthly or weekly basis.

In addition, more flexible schedule options are provided, i.e., [Specified Date] and [Designate
Specific Days]. Selecting [Specified Date], you can specify a date/time to perform a single full
base backup task.
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ﬁ Schedule Template Wizard

( 1. Schedule )

Schedule Template Name: | Schedule
Base (3) Incremental (3
Specified Date v m @« Day of the Week

Execute Date: |03/30/2021 (m] Month: 15 253 S50 19 55 E6 1) S8 9
- . Sun Mon  Tue Wed Thu
Execute Time: | 09: 00 2M (®

Week1:
Week2:
Week3:
Weeks:
Weeks:
Final Week:

Add New Base Add New Incremental

Option: [T Auto run if a scheduled task is missed
Run base backup if schedule

Event Backup:(_] Shutdown/Reboot Base a e la

Cancel Previous m

10
Fri

Lkl

O
12

Sat

base backup task has been

Save and Deploy

Fig. 3.3 [Specified Date]

Selecting [Designate Specific Days], you can schedule a single full base backup task, for

example, “on the second Saturday” from January to December.

@ Schedule Template Wizard

( 1. Schedule )

Schedule Template Name: | Schedule

Base () Incremental (3)
Day of the Week i1 @ H Day of the Week

Month: 1 2. P4 (5 6 T 819 1011 S Month: 1 B 030 545 D50 e T 58 09 1510
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri

Week1: Week1:

Week2: Week2:

Week3: Week3:

Week4: Week4:

Weeks: Week5:

Final Week: Final Week:

Add New Base Add New Incremental

Event Backup:(_]| Shutdown/Reboot Base 2 emental v Option: ] Auto run if a scheduled task is missed

11

12
Sat

oo

Run base backup if scheduled base backup task has been missed

Cancel Previous Next Save and Deploy

Fig. 3.4 [Designate Specific Days] Schedule Option

35




This schedule option is convenient to schedule a backup task on a specific day of a specific week
of a month according to a certain business rule, instead of a routine of business operations such
as financial closing or inventory management.

Upon completion of the schedule setting, specify the template name.

Click [Next] to display Summary window as follows.

E*d Schedule Template Wizard

(_ 2. Summary )

Schedule Template Name: Schedule

() Regularly schedule backup task
Base(Full:  Monthly: 1% 09:00

Incremental: Weekly: Mon, Tue, Wed, Thu, Fri, 09:00, 60Minutes

Event:

Cancel | Previous | m | Save and Deploy |

Fig. 3.5 Summary

Use the Summary window to review the backup settings and options. If you do not need to make
changes, click [Save].

As shown in Fig. 3.5, [Save and Deploy] button is highlighted in orange color. Clicking this button
saves and deploys the backup schedule to the target managed clients. If you need to run an
immediate backup task, use this button. The following chapter provides the operating procedures
on how to configure the settings for the source disk and deploying the template.

*Tips

The deploy command may be selected in the right-click menu displayed on a target managed
client, menu bar, or control button. The following describes the standard operating procedures.

Select [Template] in the [Agent-based] tab to display a list of the created and saved backup
schedules.
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Site Configuration Backup Schedule vStandby

(V) Dashboard ] Clients & Destinations (3 File Recovery
activevisor > Templates > Schedule > Schedule

@ [E Computers B

B SERVERODT
Clients Templates
SERVERQO2

B SERVEROO3

0K

Backup and Standby (Agent-based)
& Backup
[ Schedule
[E] 5chedule
== Settings Edit
8] vstandby Delete
Deploy

Fig. 3.6 [Templates] provides monitoring of scheduled backup tasks

To make changes to the backup schedule, select [Edit] from the right-click menu. You can also
delete or deploy the backup schedule.

3.2 Configure the settings for the backup source disk

Let’s configure the settings for backup source. Select [Backup] from the top menu.

g Activelisor

Operations  View Preferences Tools  Help

Site Configuration Backup Schedule

Fig. 3.7 Select [Backup]

Agent-based Backup Template Wizard is launched.
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o

EsH Agent-based backup template wizard.

( 1. Source _)

Backup Template Name: | Client Backup

Task Mame: | Client Backup

M @ Entire Disk 2 O Volume @ (O Disk Layout Import Layout £ O Volume Layout Import Layout .
& Disk £ Volume Name #  File System Volume Size Used Space Associated
Disk 0 A
Disk 1
Disk 2
Disk 3
Disk 4
Disk 5
Disk 6

Misk 7 o

[ < pw

s I s o A e s |

Cancel

o
in
[y
@

Fig. 3.8 Agent-based Backup Template Wizard

First, you need to register backup source disks. The following example describes how to register
“Disk 0” to ActiveVisor. By default, ActiveVisor can register up to 31 disks maximum.

This example shows that the template settings are configured for deployment to multiple clients.
The same backup settings can be configured for different backup schedules.
You can also specify a specific client’s volume layout for the backup source.
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Click [Next] to configure the settings for the destination storage.

ﬁ Agent-based backup template wizard.

1. Source (

2. Destination )

Destination Folder:(3)
Local folder v
Input Local Folder Path
Create sub-folder for each client
File Name Prefic (3)
Backup

[_] Designate a separate image file set per disk

Comments:

[C] Destination Isolation Options: ()

i T Settings: <Advanced Options
= B Compression: B
- ) Deduplication Compression
Level 2 (Optimized) Change temp file folder {3

@ Standard Compression

c F: »
aiv ast

Q, (7] Password Protection (B
Password Confirm Password
Strength:

Enable Encryption

Cancel Next Save and Deploy

Previous

Fig. 3.9 Destination Setting

By default, [Local folder] is selected. Click [¥] and select [Network shared folder]. Then, click [¥]
to the right of [Select network shared folder] and select [Add new].
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H Agent-based backup template wizard.

Destination Folder: (@) = O Settings: <Advanced Options
Network Shared Folder v = 0 Compression: @
Select network shared folder.. v (O Deduplication Compression
[ Select network shared folder... Level 2 (Optimized) Change temp file folder @
WVIN10DEVimages @® st
) Standard Compression
WBACKUPSERVERIimages - g
Fast ~
(O] Designate a separate image file set per disk Q, (J Password Protection @
Comments: Password Confirm Password

Strength:
Enable Encryption

(O] Destination Isolation Options:(3) AES 128 brt N

Fig. 3.10 Select Network Shared Folder

Select a folder in the [Select Folder] dialog and click [OK].

ﬁ Select Folder *

v P Metwork
> Ctsclient
v L BACKUPSERVER
> W images

Folder: | MBACKUPSERVER\mages

Gance

Fig. 3.11 Select Folder
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The destination setting window is displayed as shown in Fig. 3.12.

( 2. Destination )

Destination Folder:(3) = Q Settings: <Advanced Options
Network Shared Folder v
WBACKUPSERVER\mages v { ression
Create sub-folder for each client e ! @
£ - @ Standard Compression
File Name Prefix @
o Fast v
Backup av
_| Designate a separate image file set per disk

Q, (] Password Protection (@
Comments:

Strength

Destination Isolation Options:(3)

Cancel Previous | m

Fig. 3.12 Example of the destination setting

You can use a NAS or a shared folder over LAN to save daily backups, while the weekly or
monthly backups are saved in the destinations in a branch office or head office at remote sites.
Replication of backups at different locations offers a higher level of redundancy and an efficient
disaster recovery solution. However, depending on network conditions, it increases network load
and results in longer backup time. When configuring the settings, take into consideration
optimizing the network load balance.

Enable [Create sub-folder for each client] to create a sub-folder named with the client name under
the specified destination folder to save the respective backup files.

Please specify the backup file name for [File Name Prefix].

The above Fig. 3.12 shows that by enabling [Designate a separate image file set per disk], a
backup file per disk is created.

Define [Comment:] to identify the created backup file.

Enabling the compression option reduces storage requirements by further compacting the backup
image file. Select the desired type of compression; Deduplication Compression or Standard
Compression.

Select one of the three levels of Deduplication Compression available (the lower the level, the
higher the compression rate.) Level 1 compression may increase the overall backup processing
time but achieves the most tightly compressed image file.

You can choose from two Standard Compression levels; Fast and High.
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Enabling the encryption for the backup image file ensures that the backup file cannot be
compromised. There are three levels of encryption to choose from. AES 128 or AES 256 bit is a
stronger encryption method than RC5 with a fixed block size and a key size of 128 or 256 bits.
Enable [Password Protection] by first checking the box, then setting the password.

Enable [Destination Isolation] option to disconnect network access to backup image storage
drives or set the destination disk to offline upon completion of backup process. Imagelsolate
technology protects the backup storage and backup files from potential malware or ransomware
attacks.

Eadl Agent-based backup template wizard.
( 2. Destination )
rie NGl e IS vy e
o _ 0 Seti
Backup ai
= =8
[_| Designate a separate image file set per disk p
Comments:
Destination |solation Options:
: | @ | Q4
rive letter fror al hard disk post ba
ke de 1 .:-\.F|I_ 1Cal md ? K Uhne po
Eject de emovable USE Hard Disk 3
D tion Netw I tion pos
Cancel Previg

Fig. 3.13 Destination Isolation Options

[Destination Isolation] provides four options. Enabling [Un-assign drive letter from Local Hard Disk
post backup], the drive letter assigned to the local hard disk is de-assigned upon completion of
backup process. Selection of [Make destination Local Hard Disk Offline post backup] sets the
destination disk to offline upon completion of backup process (the same behavior as [Disk
Management] in Disk Management Tool). When [Eject destination Removable USB Hard disk post
backup] is enabled, a removable hard disk such as USB hard disk becomes removable upon
completion of backup process. If [Disable destination Network Connection post backup] is
enabled, network connection to backup destination is disconnected upon completion of backup
process. You can select the network interface to block in the selection box at the bottom.
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Click [Advanced Options] in the above dialog to configure the advanced option settings.

gent-based backup template wizard.

Advanced Backup Settings:

General (™)
[ splitimage into | 0 MB files. () Make backup image file P2V ready.
Ignore bad sectors. (7) Use Network Throttle:
() Create an MDS5 file for image. 0 Max KB/Second)
(] Use network write caching. Ignore inaccessible volume(s).
() Backup timeout: | 12 Hours
VS5 Settings (~)

Operation Mode: 3

@ Component mode () None-component mode
Excluding files:

pagefile hiberfil System Volume Information

Deduplication Compression (-:\)
If insufficient disk space is deleted before operation:
Auto-switch from default to an alternate folder.
Continue operation with [Standard] compression.
Temporary file folder:
C-\windows\temp @
Scripting ':‘:‘:'
Script to Execute Before the Snapshot is Taken: Time-out Run on:
‘. ‘ 30 mins. | Base and Incremental v

Script to execute after the snapshot is taken:

‘ ‘ 30 mins. | Base and Incremental 4
Script to execute after image creation succeed:

‘ ‘ 30 mins. | Base and Incremental v

[C) Force script execution.

Fig. 3.14 Advanced Backup Settings
[General] options are provided as shown in Fig. 3.14.
+ Splitimage into xx MB files.

+ Ignore bad sectors.
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Create an MDS5 file for image.

Use network write caching

Backup timeout xx hours

Make backup image file P2V ready

Use network throttle

Ignore inaccessible volume.
The following options are provided for [VSS Settings].

Operation Mode —

Component mode, Non-component mode

Excluding files - Page file, hiberfil, System volume information
There are three options for [Deduplication Compression] as shown in Fig. 3.14:

Auto-switch from default to an alternative folder

Continue operation with [Standard] compression

Temporary File Folder

Scripts can be implemented to run before and or after snapshots are taken or after the backup
image has been created. Use the dialog box below to execute scripts.
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Click [Done] to go back to the dialog shown in Fig. 3.12 and click [Next] to proceed with the
[Options] setting.

ﬁ Agent-based backup template wizard. X

Comm D

| X Options:
(] Enable Retention Policy (B Execution Pricrity (B
MNumber of image sets to retain: | 1
Lowest Low Medium High
e older image prior to creating a new base backup y . -

Full{Base):
Lowest Low Medium High

Incremental:

Cancel Previous | m Save and Deploy

Fig. 3.15 Options
The following options are provided for scheduled backup tasks:
Enable Retention Policy
Send email
Execution Priority

Select the [Enable Retention Policy] option to define how many sets of incremental backup files to
retain before deletion. You can also select an option to decide how Activelmage Protector should
behave when the number of the incremental backup files exceeds the predefined threshold.

Enable [Send E-Mail] option to send E-Mail informing you of a task completed with a specified
status.
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Click [Next] to review Summary.

Agent-based backup template wizard.

( 4. Summary

)

[3) Task Name:
B= Backup Source
Backup Type:

Backup Source: Disk 0

& Destination
File Name Prefix:

Destination Folder:

Comments:

Client Backup

Entire Disk

Backup.aiv
WBACKUPSERVER Images

Mone

X Optians:
Compression:
Password Protection:
Encryption:
lgnore Bad Sectors:
lgnore Inaccessible Volume(s):
Retention Policy:

Execution Priority - Full{Base):

Execution Priority - Incremental:
Send email:

Use ActiveVisor ta Send Email:

Cancel

Standard Compression (Fast)
No

None

Enabled

Enabled

Disabled

Medium

Medium

None

Disabled

Fig. 3.16 Summary

Please review the configured settings and click [Save] to save the created template if there is no
need for changes. The saved template is shown in [Template] in the client list. The saved

template settings can be edited, deleted, and deployed at a later time.

Fig. 3.17 Backup template in [Template]

(") Dashboard [ Clients & Destinations

activevisor > Templates > Backup > Client Backup

Compu|
I a sen

Clients Templates :
S B SERY
Backup and Standby (Agent-based) L g sery
& Backup
[El client Backup
[ Schedule Ecit
[E] Schedule Delete

== Settings Deploy

B vStandby

Now, you are ready to deploy the backup settings to the target agent-based clients.
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3.3 Deploy to Target Clients

Click [Deploy] in top menu to display the sub-menu as follows:
Backup (Agent-based)
Schedule
vStandby Task

Backup Agent Settings

[E] Backup (agent-based)
[¥) Schedule

@) vStandby Task

€ Client Settings

Fig. 3.18 [Deploy] Menu
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To deploy the backup settings to agent-based clients, select [Backup (Agent-based)] in the sub-
menu to launch the Deploy Dialog as follows:

E& Deploy Dialog
Select Backup Template v Select Schedule Template v
Backup Summary Show Detail Schedule Summary Show Detail
Task Name
Target Computers
Coﬂputsrsﬂ IP Address System Status @

Cancel

Fig. 3.19 Deploy Dialog

[¥] is indicated for [Select Backup Template] and [Select Schedule Template] respectively.
Click [ ¥] button to display the created schedule or a backup template.
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ﬁ Deploy Dialeg

Select Backup Template w Select Schedule Template w
Select Backup Template
Schedule Summary Show Detail
Add new ..
Task Name |
Target Computers
Computers IP Address System Status &

-

Fig. 3.20 Pull-down menu displayed for [Select Backup Template]
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Select [Client Backup] created above in the pull-down menu of [Select Backup Template].

ﬁ Deploy Dialog
Client Backup A Select Schedule Template ¢
Select Schedule Template
Backup Summary Show Detail
Add new ...
Task Name | Client Backup
Target Computers . Add new ...
Computers IP Address System Status &
L
| Cancel

Fig. 3.21 Pull-down menu displayed for [Select Schedule Template]

Select [Schedule] created above in the pull-down menu displayed for [Select Schedule Template]
and click [Add New] to select deploy target agent-based client.
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Eid Choose Computer x
Choose a Computer to Add:
Filter.. Q,
™ Managed Clients
) SERVERDD3
5 SERVERQO1
= SERVER002
&= WIN10DEY
L ACTIVEVISOR

Fig. 3.22 Select Clients

Select a deploy target client as shown in Fig. 3.22. Click [Add] to add the client under [Managed
Clients].
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ﬁ Deploy Dialog

Client Backup w Schedule

Backup Summary Show Detail Schedule Summary Show Detail
1 W Fekdiomes, [Chenk fackon Base(Fulll:  wonthiy:1%% 09:00
| B= Backup Source Incremental: Weekly:Monday, Tuesday, Wednesday
1 Backup Type:  Entire Disk Thursday, Friday, 09:00, 60 minutes
| Backup Source: Disk 0 Event:
I & Nactinatinn >
t  Execution Options Effective Dates/Time

Delay Schedule for Each Client | 1 min From:| 03/30/2021 11:24 FM (]

[C] Deploy Schedule Disabled To: 02/30/2022 11:24 p

MNot Specific

Task Name | Client Backup

Target Computers Add new . |

Ccmpmer; P Address System Status
2 SERVEROOZ 192.168. _'- Windows Server 2019

Cancel Deploy

Fig. 3.23 Add Client to Target Computers

You can select Execution Options as follows. Click [Show Detail] to display the detailed
information as shown in Fig. 3.23.

[Delay schedule for each client xx mins]: Enable this option to run deploy tasks to multiple clients
by shifting the scheduled time.

[Deploy schedule disabled]: Enable this option to disable the deployed schedules.
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[Effective Dates/Times]: Specify the period for enabling the scheduled task to deploy. By selecting
[Not specific], the schedule will be enabled for unlimited period.

If you do not need to make changes in the above settings, click [Deploy]. The backup settings are
deployed to clients. When successful, [Successful] is indicated as shown in Fig. 3.24.

a Deploy Dialog k4
Chent Backup w Schedule w

Backup Summary Show Detail Schedule Summary Show Detail

[2) Task Name:  Client Backup - Base(Full:  Monthiy:1%, 09:00

- Backup Source Incremental: Weekly:Monday, Tuesday, Wednesday,
Backup Type:  Entire Disk Thursday, Friday, 005:00, 60 minutes
Backup Source: Disk 0 Event:

& Nactinatinn -

Execution Options Effective Dates/Time

Delay Schedule for Each Client | 1 min From: 03/30/202L 11:24 EM m

| Deploy Schedule Disabled Toc

Mot Specific

Task Name | Client Backup

Target Computers | Md new j

Comp uters IP Address System Status

L SERVERDO3 1521680 = Windows Server 2019 & Successful

s (D

Fig. 3.24 Deployment succeeded

53



You can monitor the status of the deployed task in [Client] - [Task] tab.

= B SERVERD 192,165, = Whndowd Seneer 2019 Wirsinad S 5.1.11.6585 3302021 40000 P

Brzoece e+ Cuep

[=] Cunrera T

3 (D Tasklo- | [E) Ter- |8 Dokin- @ Destingti- | g Mens | B Events
* Higt Hame: Taik Type Walid From Laaz Rur: Dby Tirne et Rue DaseTime

serveriid GO0 AR PUA 33120210 4300000 P

> {unlpiv Uher:

Chent Backouwp  Bachup 331,02

# Domuin:

Somun
# Ethernet 0 |
MAC: 00-15-5 |
B 19216875

Fig.3.25 Monitor the status of Deploy task in the [Client] - [Task] tab
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In the [Deploy] menu shown in Fig. 3.18, select [Schedule] to display Deploy Dialog as shown in
Fig. 3.26.

m Deploy Dialog X

@ Deploy Schedule Delete Schedule Disable Schedule Enable Schedule

Schedule Summary

Target Computers = QFind

Computers P Address Backup Profile Schedule O Deploy  Status
ACTIVEVISOR 1921688 ™  Backup Backup =
SERVER 192.168.0 Client Backup O

4 b

Cancel

Fig. 3.26 Select [Deploy Schedule] in Deploy Dialog

You can select a backup schedule only. It is recommended to use this command to edit backup
schedules only.

The deployed schedule may be deleted, disabled or enabled as well as deploying a schedule.
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4. ActiveVisor’'s Management Tools

Once execution of a scheduled backup task starts, a variety of information is recorded as log
events which will be useful for daily backup task management.

4.1 [Dashboard] tab

The [Dashboard] tab provides graphical representation in a pie chart indicating the number of
agent-based backup tasks, agentless backup tasks, storage statistics, successful or failed backup
tasks and available storage space.

B8 e - o ®
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N Member of Disrowared 4 sganiy wiz 1 VMW Teasl Searsgs
Drsitdte T o Computer il [ L] 95 68 wsed
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W Sanceeied Fadery

W Ages bl s duate brealng W Senresded Fadess W Tot Lses dvpilabie B Adranr Bl

Eirrmoe = b =1
G - Lource M o
o IrEm Sl g

L2734 P TERVERDNA v, - it
e Clenfid St :

21 SEN )
B coer o 4 - :

= 000 1L E Pl A af D schEsus Emclrr Schioit “

*le Destcraabite. Aot LFEIE 162 Rl Cleenas: L Loculed Ty 1) Wl hoan uaend) L Rosgeray Table Chunge ORI EHEIT MM

Fig. 4.1 [Dashboard] tab
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4.2 [Client] Tab

[Client] tab shows the discovered agent-based clients and created templates.

[ P - o b3
Operabiors. Vs Freforerces ook eip
m :H Location Siter gl ‘rion ! Pl romw? Bl BPaen  Topen
153 1k Windows 110 Hyprigen: bis CRRITLYT n Core
(it Terrphited
a AT RS Windows Servr 2019 Windows Sere ARITLT.Y ATI2021 40000 S
B s % 0 15968 Whedows Seves 3013 Windows Senve AR o
[ pTe— = 180 164 Wisidiows Sevvir 219 Wirdows Serv CARITLE ]
B u 155 HE o Winizws 10 Wirsicws Detking RTNET I TR0 40000 P o n Con
W pnagent (1
B Mfee
Tl Riesis (3
T Pryycad Machans 1)
O I sl Machine
O I Chert i
B Ml e Saate
B Wl Fodu K
O I ot Vienior
Eirenps = [vend qQFn
B e Sounn [EFITeE)
& oo 1 SERWERDZ) Dephoy Dactup secorist 4
-
& SERVERDNT il Ll iy Pk, 1arted, Seeplate. Cerd? Bt Seedute
ebrd SofTaaE
HRTRICD Deploy backup hum started
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et Lz
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Fig. 4.2 Managed clients listed in [Agent-based] tab
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Define groups and sub-groups in the client list by right-clicking on the client list to select [Create
New Group] from the context-menu.

@ @O

Clients Templates

E Bm Al Clients (5)
B I Mananed (5
g Create New Group

B Hunerdoent (11

Fig. 4.3 [Create New Group] menu

Select [Create New Group] to create a sub-group named “New Group” under the Managed.

F1 Is

Clients Templates

B Bm Al Clients (5)
B Bm Managed (5)
e Server (3)
New Group
Bm HyperAgent (1)
2 MW Filters

Fig. 4.4 Create a sub-group
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Drag and drop the clients to the created sub-group. In this example, the sub-folder named
“Server” is created and “Server01-03” are moved to the sub-folder.

T (ofmputen L e ST A
[ 05 e
0 i T Y Y
B A e 1 2 o sevErm3 Ik =
B I e
i e (0
[T——

A%ien =

Fig. 4.5 Grouping clients

Click [+] at the top of the managed clients list to display more detailed information.

» B SERVERDO3 192.168. =

a0 CO® ¢ C

Windows Server 2019 16585 @ X3 B 373172021 40000 PM

Windows Server 511

B tas- | M Dskin- @ Destinat B Nerts [ Events

# Host Name:
# Console User:

# Domain

voaad Client Backup Status CQ
# Ethernet 0 rected
MAC i B
p Create 3 backup task 10 [ pnit maching
P

Fig. 4.6 Detailed client information
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Selecting a button at the upper left displays the information including the client OS, network, etc.

L) B SERVER0O3

192.168. g1 Windows Server 2019 Windows Server 5.1.11.6585 @ 3/

- o~ .
aldCe C [ status | [¥] Current Ta-. | (& Task Lo~ [E] Tas- | M Disk In... | &
# Activelmage Protector 2018

Edition:

Windows Server

Build: 8 Client Backup Status C ®

5.1.11.6585

Installation: Client system is protected!

3/30/2021 804:42 PM The Last Backup Task Completed Successfully:

License: = - _

Purchased (© 3/30/2021 11:45:43 PM

Activation: ClicklHerglto verify task log.

Mone

Expiration:

Mone

Fig. 4.7 Activelmage Protector agent on clients
The right pane of the dialog has several tabs.
The most recent backup status is displayed in the [Current Task] tab (Fig. 4.6 and 4.7).

The status of the currently running task is displayed in [Current Task] tab.
The progress bar displays the percentage completed of a running task.

Ll = SERVERDO3 192.168. 7 Windows Server 2013 Windows Server

5.1.11.6585 @ 3/31/2021 3:45:00 PM 3/31/2021 4:00:00 PM (1]
aC® % Cl | 0 stotus [ CurmentTa. | @ Task Lo [E] Tos | M Discin.. | @ Destinati-. | §@Aler.. | @ Events
# Host Name: Status Task Type Start Time Progress(%)
.OEE;;ESI;IEEUser: @ Done Client Backup Backup 3/30/2021 11:45:43 PM D0.0 DRC
SYSTEM
# Domain:
domain,

# Ethernet 0
MAC:00-15-5DBem ™ w

IP: 192166 0§

Fig. 4.8 [Current Task] tab
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Client log information is displayed in the [Task Logs] tab.

&) B SERVER003 192168, 7]
aldC & %
# Host Name: Task ID
server003
I
# Console User: Client Bac
SYSTEM Client Bac...
# Domain: "
Client Bac...
domainll_- ol | ent Bac
# Ethernetu | Client Bac...
MAC:00-15-5D_ 10 B Client Bac...
IP: 1921680 o« "1 Client Bac...
Client Bac...
Client Bac...
Client Bac...
4

Windows Server 2012

Log ID

1617173142
1617136000
1617152401
1617148800
1617145200
1617141600
1617138001
1617134400
1817130800

Windows Server

Result

@ Success
@ Success
@ Success
@ Success
@ success
@ Success
® Success
@ Success
@ success

Started

3/30/2021 11:45:43 ...
373072021 7:00:01 PM
3/30/2021 &:00:02 PM
373072021 5:00:02 PM
373072021 400:01 BM
3/30/2021 3:00:02 PM
373072021 2:00:02 PM
3/30/2021 1:00:01 PM
3/30/2021 12:00:02 ...

5.1.11.6585

@ 3/31/2021 3:45:00 PM

Cl 0 setus [2) Current Ta-. | (® Task Lo | [E] Tas.. | M DiskIn.. | € Destinati...

Ended

3/30/2021 11:46:29 ...
3/30/2021 7:00:34 PM
3/30/2021 &:00:34 PM
3/30/2021 5:00:33 PM
3/30/2021 4:00:33 PM
3/30/2021 3:00:33 PM
3/30/2021 2:00:33 PM
3/30/2021 1:00:33 PM
3/30/2021 12:00:35 ...

A02%er.. | B Events

Details

Processed 7.04 GB in 00:00:45 I...
Processed 0.02 GB in 0(:00:32 I...
Processed 0.02 GB in 00:00:32 I...
Processed 0.02 GB in 00:00:31 L.
Processed 0.02 GB in 00:00:31 L.
Processed 0.02 GB in 00:00:31 I...
Processed 0.02 GB in 00:00:30 I...
Processed 0.02 GB in 00:00:31 I...
Processed 0,02 GB in 00:00:32 ...

The list of tasks saved on

Fig. 4.9 [Task Logs] tab

a client is displayed in [Tasks] tab.

=2 B SERVERDO3 192.168. =

& C & % &4

# Host Name:
server003
# Console User:
SYSTEM
# Domain:
domaing . § !
# Ethernet 0 |
MAC:00-15-50- -

Task

IP:  192.168. 'n

Client Backup

Windows Server 2019

Type
Backup

Windows Server

Valid From
3/31/2021 6:24:00 AM

5.1.11.6585

@ 2/31/2021 2:45:00 PM

Last Run Date/Time

3/31/2021 2:45:00 PM

0 Status | (4] Current Ta.. (® TaskLo.. | [E] Tas | M Disk In... | € Destinati.. | g@Aler.. | @ Events

Next Run Date/Time
3/31/2021 4:00:00 PM

Fig. 4.10 [Tasks] tab
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Right-click on a task name to display the context menu and select an operation for the task.

# Ethernet 0

L) B SERVEROD3Z 192168 "o Windows Server 2019 Windows Server 5.1.11.6585
~ - - =
aC & % cC () Status | [=] Current Ta-- | (® Task Lo..  [E] Tas- | M DiskIn..
# Host Name: Task Type Valid From Last
server003 Client Backup  Backup AN A2400 AN 33
# Console User: )
SYSTEM Refresh
# Domain: Run Full Backup
domain, =

MAC:00-15-50- 8 -ullm

IP: 1921680 °% °

Run Incremental Backup
Disable

Edit Schedule

Delate

Fig. 4.11 Context menu for initiating a task operation

The disk information of clients is displayed in [Disk Info] tab.

L] B SERVER0D2

192,168 In Windows Server 2018 Windows Server 51.11.6585 @ 3/31/2021 3:45:00 PM 3/31/2021 4:00:00 PM

~ e = - .
2 0C@e % C A swews [ Current Ta- | (® Task Lo  [E] Tas. | ® DisklIn.. € Destinati.. @@Aler.. | B Events
# Host Name: Disk 0

serverl03 Basic(GPT) g i
# Console User: 127 GB 400 MBUnknown(L 00 MBFAT32(Useck 1264 GENTFS(Used: 2.1 GB)

SYSTEM Cmline Primary Partition Primary Fartition Primary Fartition{Boot)
# Domain:

domain m_j

# Etherneto
MAC:00-15-50- § 5"

IP:  192.168m

Fig. 4.12 [Disk Information] tab
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The information of backup destination disk is displayed in [Destination] Tab.

L) B SERVERDD3 192.168" "4 Windows Server 2012 Windows Server 51.11.6585 @ 3/31/2021 3:45:00 PM

aldCc @ C [ Status | [=] Current Ta- | (® Task Lo | [E] Tas-- & Disk In-. | @ Destinati--  @0Aler.. | B Events

# Host Name: Destination Task Type
server003

@ Console Uses: V\BACKUPSERV.., Client Bac... Backup 126.4 GB 3427GB 92,13 GB
SYSTEM

# Domain:
domain m_j

# Ethernetu
MAC:00-15-50 " B HI

IP: 192,168, "ullen i

3/31/2021 4:00:00 PM

Total Capacity Used Capaci... | Available Capacity

Fig. 4.13 [Destination] tab
A list of alerts issued on clients is displayed in the [Alert] tab.

&) B SERVER003 192.168." = 1 Windows Server 2019 Windows Server 5.1.11.6585 @ 3/31/2021 3:45:00 PM
a0C6 %

3/31/2021 4:.00:00 PM

& 0 Status [#] Curent Ta | (® Task Lo |[E Tas.- | M DiskIn.. € Destinati- | @@Aler.. | B Events

# Host Name: Alert Start Alert End Type Details QOperations
er0l

senerl03 3/28/2021 9:00:02PM  3/30/2021 75409 PM  Backup & VSR A backup error occurred in the last 3 da... %
# Console User:

SYSTEM 3/30/2021 7:54:09 PM 3/30/2021 7:55:49 PM Client Client tasks is not configured. %
* ;"’mn_iﬂ'- 3/30/2021 75534 BN 3/30/2021 75546 PM Client Client credentials are incorrect.

omaingg o1 i

# Ethernet 0 1 3/30/2021 8:03:27 PM 3/30/2021 11:27:26 PM Client Client tasks is nat configured.

MAC:00-15-50- '8 ® 3/28/2021 9:00:02 PM N/A Backup & VSR A backup error occurred in the last 3 da.. @)

IP: 192.168" =

Fig. 4.14 [Alert] tab
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In the event of a task failure on a client, an alert is displayed in red and the details of the failure
are recorded in the log.

) B SERVERO03 192.168. 1 Windows Server 2019 Windows Server 51116585 @ 3/31/2021 3:45:00 PM 3/21/2021 4:D0:00 PM (1}
aDCe& ¢ C 0 status | [¥) Current Ta-. (® Task Lo  [E] Tas. | M Disk In.. | € Destinati.. = @Aler. | 8§ Events
# Host Name: Task ID Log ID Result Started Ended Details
’Sc::‘;ﬁim ClientBac.. 1616990401 @ Ewor  3/28/2021 9.0002 PM 3/28/2021 ©:00:23 PM Processed 0.00 GB in 00:00:21 I...
SYSTEM Client Bac... 1616986800 @ Error  3/28/2021 8:00:02 PM  3/28/2021 8:00:23 PM  Processed 0.00 GB in 00:00:21 1.
» d”:::i‘":_ Client Bac... 1616986274 @ Error  3/28/2021 7:52:55 PM 3/28/2021 7:52:17 PM  Processed 0.00 GB in 00:00:21 ...
# Etherner v | Client Bac... 1616724000 @) Eror  3/25/2021 T:0002 PM  3/25/2021 7:00:23 PM  Processed 0.00 GB in 00:00:21 L.
MAC:00-15-50 [ - | Client Bac... 1616648400 @ Success 3/24/202110:00:02 .. 3/24/2021 10.00:28 .. Processed 0.02 GB in 00:00:26 |...
IP: 192168 "R H Client Bac... 1616644800 @ Success 3/24/2021 9:00:02 PM  3/24/2021 9:00:28 PM  Processed 0.02 GB in 00:00:26 I...
Client Bac... 1616647200 @ Success 3/24/2021 800:02PM  3/24/2021 8:00:27 PM  Processed 0.02 GB in 00:00:25 I.
Client Bac... 1616537500 @ Success 3/24/2021 T00:01 PM 2/24/2021 T:00:27 PM Processed 0.02 GE in 00:00:25 ..
Client Bac... 1616634000 @ Success 3/24/20216:00:01 PM  3/24/2021 6:0028 PM  Processed 0.02 GB in 00:00:26 I..
L

Fig. 4.15 [Task Log] tab in the event of a task failure
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4.3 [Destination] tab

Displays the information of networked storage devices configured as the destination for a
backup task on managed client, task log and backup throughput.

ActiveVisor - ) x

Operations View Preferences Tools Help

o O = ] = 4 ¥

Site Configuration Backup Schedule vStandby Client Settings Deplay Push Install Add Computer Monitoring

® Dashboard | | (D Clients | | € Destinations | | [3 File Recovery |

activevisor > Storage Devices

B o WINOE . | Name Last Event Next Event Status
B images | BACKUPSERVER 3/31/2021 3:45:00 PM 3/31/2021 12:00:00 AM l
B m BACKUPSERVER = =
\ﬂ‘ L C | | ® Tasklogs [S] Tasks | @ Backup Throughput b 4
# Hostname: Client Task Log I Result Started Ended Details A
BACKEPSERVER SERVER0D3 Client B... 1616518800 @ Success  3/23/202110:00:0..  3/23/2021 10:00:2.. Processed 0.02.. 5
-“g!‘;{:ﬂ':?;\'[‘;; SERVER003 ClientB... 1616515200 @ Success  3/23/2021 9:00:02 .. 3/23/2021 9:00:24 .. Processed 0.02.
A El
SERVEROO3 ClientB... 1616511600 @ Success  3/23/2021 8:00:01 ... 3/23/2021 8:00:25 ... Processed 0.02.
! SERVER003 Client B... 1616508000 @ Success  3/23/2021 7:00:02 ... 3/23/2021 7:00:25 ... Processed 0.02..
| SERVERQ03 ClientB... 1616504400 @ Success  3/23/2021 6:00:01 ... 3/23/2021 6:00:25 ... Processed 0.02.. )
activevisor > Hypervisors
Name Last Event Next Event Status
activevisor > Events Q,Find
[ Time Source Message
o All | o
 Client 3/30/2021 11:46:31 PM SERVERQO3 Task Client Backup on client has ended successfully
e
= 3/30/2021 11:45:44 PM SERVEROO3 Run full backup for task Client Backup successful
& Client Software
3/30/2021 11:45:42 PM SERVEROD3 Task Client Backup has started on client
[E Client License
=il 3/20/2021 11:44:50 PM ActiveYisor Add client SERVERDO] to Managed s
* Network Disconnected.  Agent I/F:192.168.1 ® ®Clients: 4), Localhost(Clients: 1) ‘Web login user:0 Last Routing Table Change:3/30/2021 2:14:32 AM

Fig. 4.16 [Destiantion] tab

4.4 Monitoring

Select [Monitoring] in the top menu to display the status of the managed clients in the list. Click
[Monitoring] to launch ActiveVisor Monitor as shown in Fig. 4.17.
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Manitor - activevisor (activevisor) - O X

+ Add Target » Auto scroll Foom: . % View: lcons

Fig. 4.17 ActiveVisor Monitor

Client information is not displayed yet. Click [Add Target] on the upper left corner.
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The following [Choose Computer] window is displayed as shown in Fig. 4.18.

B3 Choose Computer *
Choose a Computer to Add:
Filter Q
m Managed Clients
%) SERVERODO3
= SERVERODO1
! SERVEROOZ2
= WINT0DEY
& ACTIVEVISOR

Fig. 4.18 Select a computer to add

Select managed clients and click [Add]. If you selected [Icon] in [View], the respective managed
clients are represented by icons.
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Monitor - activevisor (activevisor) _ O %

+ Add Target " Auto scroll Zoom: % View:  lcons

[l

ACTIVEVISOR WIN10DEV SERVER002 SERVER0O1 SERVER003

Fig. 4.19 The status of the managed clients (Icon)

The failed client is marked with a red “X” which provides immediate recognition of failure. Normal
clients are checked in green. The Zoom feature enables you to zoom in and out of the icon
image.
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Manitor - activevisor (activevisor) - O e

+ Add Target » Auto scroll Zoom: . £ % View: lcons

GO

ACTVEVISOR WIN10DEV SERVERDOZ SERVERDO SERVERDOZ

Fig. 4.20 Zoom-out display (Icon)

This example shows five icons representing five clients, however, you can display all managed
clients in the same window, displaying the current identification of the clients’ status.
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Select [Details] in the [View] menu.

Manitor - activevisar (activevisar)

+ Add Target ¥ Auto scroll ; lcons

EdyE

Fig. 4.21 [View] menu

The information displayed in the [Details] window is mostly the same as the detailed information in
the [Agent-based] tab in ActiveVisor's main window.

ActiveVisor Monitor enables the display of multiple managed clients in the same window.

Monitor - activevisor (activevisor) - ] *

+ Add Target ¥ Auto scroll Zoom: % % View: Details v

| | l:l D |:| l:‘ |:| | || ST-ENSI Current Ta- HyperBack Task Lo~ Disk In-- Destinati-

Host Name:

win10dev

Console User:

SYSTEM

Domain: Al Client Backup Status
domain. wm |

Ethernet 0 Client system
MAC:00-15-5D- Bg.™ reate a backup task to protect client machine.
IP: 192.168.0 u mem

is not protected!

I:I D |:| I:I |:| . L inati-

Host Name: | Log 1D Result
server003 o 1617174000 Suco
Console User:

SYSTEM

Client Bac...
Client Bac..
Client Bac 1617148800 5 . ;00 3/30/2021 5:00::
. Client B 1617145200 M 3/30/2021
3/30/2021
3/30/2021

Client Bac..

Fig. 4.22 List window displays the status of managed clients (Details)
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Right-clicking on an icon representing a client machine in the above Fig. 4.20 displays the context
menu having two items, i.e., [Details] and [Delete]. Selecting [Details], part of the client
information in Fig. 4.7. is displayed. Selecting [Delete] deletes the icon.

Click the setting button in the [Status] tab (upper-right in the upper pane in Fig. 4.22). The setting
button for HyperAgent is also displayed in HyperAgent. Clicking the setting button displays the

Settings Wizard.

Client Settings Wizard

Client Settings: WIN10DEV

o General
(&) Proxy

(O] Preboot
(@) Notification

| Deduplication

[

Alert

(@) Feature Lock

Event Log:

Purge event logs older than | 30 days. [ Purge Now

Including task logs

Log Windows even when | Task Succeeded or Failed ~
Backup Options:

] Skip Inaccessible Volume

Prepend Host Mame to Image File Mame

(] Multiple USE Devices Set in One Profile
Default performance:

Light Fast
Workload: L

] use Netwaork Write Caching

Disk Scan:

[J Limit number of disks to scan to| 0 disks.

-

Fig. 4.23 Client Settings Wizard

You can configure the client settings here.
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HyperAgent Setting Wizard g

HyperAgent Settings: WIN10DEV

Options )
e : Operation Mode: (3

&= Deduplication @ Parallel Backup
E Backup VM's in parallel.

() Seqguential Backup
Backup VM's sequentially,

Run| 5 HyperBack Task(s) simultaneously.

Run| 5 HyperStandby Task(s) simultanecusly.

Tracking Method:
Using Microsoft Resilient Change Tracking(RCT)
“This tracking method only applies to backing up of Generation 2 VMs version
2.0 or later (on Server 2016 or later).
Backup Image File Optimization:
[[] Create optimized backup image file

*This option excludes pagefile.sys and hiberfil.sys, etc. to reduce the backup
image file size.

-

4.24 HyperAgent Setting Dialog

You can configure the settings for HyperAgent in the above window.

4.5 Agentless Backup

Activelmage Protector provide HyperAgent enabling to back up the virtual machines on hypervisor
without the need for installing Activelmage Protector agents on the virtual machines (agentless
backup). ActiveVisor now provides the backup feature for agentless clients.

You need to run agentless backup task on a client on which HyperAgent is installed. Select
“HyperAgent” filter in [Client] tab to discover a client on which HyperAgent is installed.
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(V) Dashboard [ Clients 4 Destinations [3 File Recovery

activevisor > Clients > All Clients > Managed > HyperAgent

Fy I5]

Clients Templates

Location
192168m §

Computers ~
- B WIN10DEV

System Version

5.1.11.6510

Agent
~ Windows 10

HyperAgent Basic
2 W Al Clients (5)
= I Managed (3)
B Server (3)
M HyperAgent (1)
o M Filters
M Netvork Computers (2)

Status

Next Event

M Alert

Supp:

In Corf

Fig. 4.25 HyperAgent Client

HyperBack is designed to provide agentless backup feature.

[HyperBack] tab provides detailed information of the client on which HyperAgent is installed.

() Dashboard [ Clients @ Destinations [3 File Recovery

activevisor > Clients > All Clients > Managed > HyperAgent

B B Al Clients (5)

# Activelmage Protector 2018

B Bm Managed (5)
W Server (3)
I HyperAgent (1)
o M Filters

Edition:

HyperAgent Basic

Build:

5.1.11.6510 (2/18/2021 3:09:20 PM)

Installation:
/

Hypervisar
WIN-AGCTE™™ =

Task Name/VM Name

B WIN-AGCTC g § -VMO1_mv_Back.. @ 3/31/2021 12:00:00 AM

5 vmoz
[=RV V)]

Backup Status

El [B Computers Location System Agent Version Status
< B WINTODEV 192165, @~ Windows 10 HyperAgent Basic 5.1.11.6510
Clients Templates
A~ e » = = = - ;
aadCce H“ C| [0 sews| () curentTe-. | B Hyperack | @ Tasklo- | [ Tes-- | M Disk In--

Next Event

@ Destinati-.

A Alers | B Events

Next Backup

3/11/2021 12:36:37 AM
License:
Purchased

B Network Computers (2)
Activation:
3/11/2021 12:32:05 AM
Expiration:

3/31/2021 1:00:00 AM

A Alert

Suppo

In Cont

Fig. 4.26 HyperBack tab

Launch HyperBack Wizard by right-clicking a client in the client list to display the right-click menu.

Click [Create Task] — [Backup] — [HyperBack].
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-

Computers Location System Agent Versio

& B WIN10DEV 192.1Rfg ® m Mindeae 10 Hyperhgent Basic 5.1.11
Select all

Refresh All
Copy
Push install

Deploy L4
Create Task » Backup > Agent-based

vStandby HyperBack
Refresh

Send Ping
Restart Client Agent

Get Support Info
Config Client Settings ®

Fig. 4.27 HyperBack Menu

HyperBack wizard is displayed.

Select a backup source.

The hypervisor, if registered in Site Configuration, will be displayed in [Select Virtual Machine]
pane.

You can also add a hypervisor by selecting [Add Hypervisor].

Clicking a hypervisor expands the list of the virtual machines running on the hypervisor.
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88 HyperBack Wizard

Task Name: | Backup_20210331_0025

Select Virtual Machine Add Hypervisor...

B 22 WIN-AGCT R
O Jvmo3
& vmn
G vmoz
B 23 SERVEROD1

Cancel < Previous

Backup Target Virtual Machine

Next =

Fig. 4.28 Select backup source
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Select the backup source virtual machine and the possible backup source disks are displayed in
the right pane. Select the backup source disk and click [Next].

HyperBack Wizard X
Task Name: | Backup_20210331_0027
Select Virtual Machine Add Hypervisor... Backup Target Virtual Machine
B 38 WIN-AGCT T " I B wmor
O 3 vmos & Disk 0: 127 GB
[J VMo 2 Jwvmoz
3 vno2 & Disk 0: 127 GB
28 SERVERDD1
Cancel < Previous Mext = Save to Client

Fig. 4.29 Backup source virtual machines and disks
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Configure the destination settings.

Please select Destination folder, enable [Create sub-folder], specify [File Name Prefix], enable
[Create an image file containing multiple virtual machines], etc.

BH HyperBack Wizard

Destination Folder: @

L Settings: =Advanced Setlings

Select Falder... = [ Compression: @

Create sub-folder () Deduplication Compression

File Name Prefix: (@)

Level 2 (Optimized)

] @ Standard Compression
vmname@ | Backup 3iv

= ; : o z z : F

) Create an image file containing multiple virtual machines ast hd
This option will backup multiple WMs sequentially into one image file per ) p
host, Itis the recommended method for backing up in conjunction with Q, [ Password Protection @

deduplication. Password Confirm Password

Comments:
Strenath:

Enable Encryption

) Destination Isolaticn Options: (&)

Un-assign drive letter from local hard disk post backup

Make destination Local Hard Disk O e post backup

SE Hard Disk p backup

Eject destination Remo

Disable destination Network Connection post backup

Cancel < Previous Mext = Save to Client

Fig. 4.30 Select Destination

Select Destination folder for saving the backup image files. Click [Select Folder...] to display
the dialog for browsing the location of the destination folder.
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B4l Salect Folder K

~ [ This PC (WIN10DEV)
b |;'__:FNELwG|'k
v CJBACKUPSERVER

> W images

Folder: WBACKUPSERVERlmages

Create Ne__. l “ Cancel

Fig. 4.31 Select a destination folder

Please configure the option settings for Retention Policy, Send E-Mail, Task Execution Priority,

etc.
Here, “2” is specified for [Number of image sets to retain] and [Delete both full and incremental]

option is enabled.
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BB HyperBack Wizard X

G €& (o= )

X Options:

] Enable Retention Policy Execution Priority (3

Mumber of image sets to retain: | 1
Lowest Low Medium High

Delete the older image prior to creating a new base backup.
Full(Base): @

Delete both full and incremental
Delete Only the Incremental Lowest Low Medium High
Incremental:
[ Send Email | Task succeeded W

Use ActiveVisor to send email

Cancel < Previous Next = Save to Client

Fig. 4.32 [Options] setting

Click [Next].

Next, configure the schedule settings in the same manner as agent-based base / incremental
backup.
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B HyperBack Wizard

| Monthly
1
8
15
22
29

Base ( Add New Base

2
9
16
23
30

o

3

10
17
24
3

4
1
18
25
EOM

Execute Time: |0%:00 2M @

12
19
26

Cancel

e CT G

Effective Dates/Time | 03/31/2021 12:27 &AM

Incremental (3) Add New Incremental

4. 5chedule

M@ @ Weeky v
& 7
Sun Meon Tue Wed Thu

13 14

20 e @ Multi-times Start Time: (JEnd Time:
7 = 320

() Onetime only: (0% :00 &M
| < Previous Next = Save to Client

Not Specific

m®@
Fri Sat
Interval:
50 Min. s~

Configure the schedule settings and click [Next].
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Finally, use the Summary window to review the configured settings and options.

B HyperBack Wizard s
(2] Task Name: Backup_20210331_0027
B2 Backup Source VMO1(Disk 0); YMO2(Disk 0)
& Destination # Options:
File Mame Prefix: Backup.aiv Compression: Standard Compression (Fast)
Destination Folder: \\BACKUPSERVER\Iimages Password Protection: MNo
Comments: None Encryption: Yes
5] Regularly schedule backup task Ignore Bad Sectors: Enabled
- . 15t 95
Base(Fulll:  Monthiy: 1%, 09:00 Create an MD5 File for the Image:  Disabled
[TEEm=TEE Use Network Write Cache: Disabled
Weekly: Mon, Tue, Wed, Thu, Fri, 09:00, 60Minutes Retention Policy: Disabled
Effective Dates/Time: 2021-03-31 00:27 ~ N/a Execution Priority - Full(Base): Madinm
Execution Priority - Incremental: Medium
Send email:

Save to Client

Cancel = Previous Mext =

Fig. 4.34 Summary

Click [Save to Client] for saving the settings configured for the agentless backup on the client
machine.
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B HyperBack Wizard *

D T D & o))

(2] Task Name: Backup_20210331_0027
B& Backup Source VMO1(Disk 0); YMO2(Disk 0)
 Destination 2 Options:
File Name Prefi: Backup.aiv Compression: Standard Compression (Fast)
Destination Folder: WBACKUPSERVER\images Password Protection: Mo
Comments: MNone Encryption: Yes
[£] Regularly schedule backup task lgnore Bad Sectors: Enabled
Base(Full): Monthly: 1%, 09:00 Create an MDS File for the Image:  Disabled
Incremental: Use Network Write Cache: Disabled
Weekly: Mon, Tue, Wed, Thu, Fri, 09:00, 60Minutes Retention Policy: Disabled
Effective Dates/Time:  2021-03-31 00:27 ~ N/A Execution Priority - Full(Base): Medium
Execution Priority - Incremental: Medium
Send email:

Cancel < Previous Mext = | Close

Fig. 4.35 Summary

Click [Close] to complete the settings.
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The task is listed in the client list in [HyperBack] tab.

52 B WIN10DEV

192168 = * Windows 10

HyperAgent Basic 5.1.11.6510 In Con
aDC® % c 0 Status | [+) Current Ta- | (5 HyperBack | (® Task Lo--  [E] Tas- | M DiskIn-. | € Destinati- | g Alerts @ Events
# Host Name: Task Type Valid From Last Run Darve,l’Time Mext Run Date/Time
win1Qdev WIN-AGCTGE... HyperBack /3172021 T2T00 AM NJA 3/31/2021 8:00:00 AM
# Console User:
SYSTEM
# Domain:
domain ==y |
# Ethernet 0 i
Fig. 4.36 HyperBack Task
You can monitor the status of the agentless backup in this window.
Computers Location System Agent Version Status Mext Event Arer Suppol
= B WIN10DEV 192.168. "® v Windows 10 HyperAgent Basic 5.1.11.6510 In Con
G ez @ ¢ C

# Host Name:
win10dev

SYSTEM
# Domain:
domain g
# Ethernetu

IP: 192188

# Console User:

MAC: 00-15-50

Q stats | (4] Current Ta- | & HyperBack | ® TaskLlo.-  [E] Tas-. M Disk in...

& Destinati-
Hypen.rism:v

& Alerts | B Events
Next Backup
3/31/2021 8:00:00 AM

Task Name/VM Name
WIN-AGCTG g o B WIN-AGCTGI ®

Backup Status
= YMO1_mv_Back... @

& vmoz
L wmot
B ]|

Fig. 4.37 Status of HyperBack task
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Right-click on a client and select [Config Client Settings] — [HyperAgent] in the context menu to
configure the settings for HyperAgent.

Computers : Location System
B WIN10DE - T T = Windows 10
Select all
2l " S~ i
|"-“-'| &=  Refresh All ol [l Status | [+] Current
# Host Hypervisor Ta
\ Co
win'l{ R WIN-AGCTG r =
#* Cons
SYSTE Push install
# Dom:
doma :'('l:ll':l}" ¥
# Ethet
MAC: Create Task r
IP: Refresh
Send Ping
Restart Client Agent
Get Support Info
Config Client Settings » Backup and Standby
4 Do Client Activation HyperAgent
n Fal

Fig. 4.38 [Config Client Settings] — [HyperAgent]

Select one of the two operation mode options, i.e., [Parallel Backup] or [Sequential Backup].
You are recommended to select [Sequential Backup] option with limited machine resource or
network resource.

Select one of the tracking options for incremental backup of virtual machines. RCT tracking
method can be applied only when backing up Generation 2 VMs on Hyper-V (Windows Server
2016 or later). Actiphy’s proprietary technology is used for incremental backup of the other virtual
machines.
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@ Hyperdgent Setting Wizard

HyperAgent Settings: WIN10DEY

Options
e pu Operation Mode: (B

(B8) Deduplication ® Parallel Backup
- Backup VM's in parallel.

() Sequential Backup
Backup VM's sequentially.

Run| & HyperBack Task(s) simultaneously.

Run| & Hyperstandby Task(s) simulianequsly,

Tracking Method:

Using Microsoft Resilient Change Tracking(RCT)

**This tracking method only applies to backing up of Generation 2 VMs version
8.0 or later (on Server 2016 or later).

Backup Image File Optimization:
[T Create optimized backup image file

*This option excludes pagefile.sys and hiberfilsys, etc. to reduce the backup
image file size,

e (R

Fig. 4.39 HyperAgent Settings
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4.6 ActiveVisor File Recovery

ActiveVisor provides File Recovery feature enabling to restore a specific file or folder from a
recovery point to a specified destination which must be located in network shared folder or
ActiveVisor local file system.

Select [File Recovery] tab to display the following dialog shown in Fig. 4.39.

B Activevisor = m} ®

Operations View Preferences Tools Help

Site Configuration Backup Schedule vStandby Client Settings Deploy Push Install Add Computer Network Search Monitoring

() Dashboard | | (J) Agent-based | | [JJAgentless | | € Destinations | | B0 License Management | | [3 File Recovery |

serverD0 > File Restore

Welcome to ActiveVisor File Recovery.

Use FileRestore wizard to select a target client and target recovery point. Browse backups and choose which files to restore,
You can restore files to a remote network storage, or locally on ActiveViser Server.

®

Create new FileRecovery task.

server00 > Events Q
— “| Time Source Message
1372 :32: fyp H s S5 "
& Client 9/13/2019 10:32:40 PM SERVER10 Deploy HyperAgent settings successful
s 0/13/2019 10:32:40 PM ActiveVisor Delete template: temp_HyperAgent Settings
Client Software
= ! 9/13/2019 10:32:39 PM ActiveVisor Deploy HyperAgent setting template: temp_HyperAgent Settings
Client Licens
e 9/13/2019 10:32:30 PM SERVER10 Deploy HyperAgent settings has started
. ROMLVREIAT g
(%] Client Task 120010 102220 oM SERVERIA Hunarfnant cattinn danlm ctartad temnlsta: famn Hinarfnant Sattinac .
;’%‘g Network Connected,  Agent I/F:192.168.123.29 (Clients: 4) ‘Web login user: 0 Last Routing Table Change: 9/13/2019 617:29 PM

Fig. 4.40 [File Recovery] tab

If the dialog is launched for the first time, you need to create a new file recovery task. Click [+]
button in the middle of the dialog to launch [File Recovery] wizard.

86



B9 File Recovery x

( 1. Select Recovery Point )
[ Storage Destinations [ Clients Q Find (®) Select Recovery Points
input destination path... C

& All Destinations
m WINTODEV

W backupserver

(@) Backup information

Cancel Mext =

Fig. 4.41 File Recovery

The [Storage Destination] displays the storage devices registered by selecting [Site Configuration]
- [Storage Device], destination folder for saving the backup files, the destination discovered by
ActiveVisor.

Then specify the client and recovery point to restore.
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m File Recovery
( 1. Select Recovery Point )
f= Storage Destinations [} Clients |QF|nd—| (D) Select Recovery Points
: input destination path. . | | : N -
N — ' I serverons V. 2021-03-22 2350:24
& All Destinations . |
[ | G serverd03 2021-03-23 00:00:02
m WINTODEY
2021-03-23 01:00:02
B m backupserver L35
) L 2021-03-23 02:00.02
B mimages
= SERVER0O? 2021-03-23 03:00:02
= SERVERDOZ - 2021-03-23 04:00:02
e SERVERQO1 | L 2021-03-23 05:00:02
b 2021-03-23 06:00:01
() Backup information
Image File \ibackupserver\iimages\SERVERDO3\server003@backup_d00_00001.aiv
System: Microsoft Windows Server 2019 Standard Edition (build 17763), 64-bit(64)
Source: Disk 0, Violume (J); Disk 0, Volume {J); Disk 0, Violume (J)
Deduplication: MNane
Compression: Fast
Password: Na
Comments:
Cancel Mext =

Fig. 4.42 Select Recovery Point

Backup Information is also displayed. Click [Next].
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Mounting recovery point in progress.

ﬂ File Recovery

( o )

[@ Backed up Files

O Narme Date Modified Type Size

Mounting Recovery Point in Progress...

a= Recovery Items

File Path

[T Do not averwrite existing Folder and Files

Recavery to: Browse. .

Cancel < Back Done

Fig. 4.43 Mount Recovery Point

Select the source backup file to restore a file / folder from. The backup file is mounted in the
file/folder structure on the client (mostly the same manner as Activelmage Protector Mount
Backup Image feature.)
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Select a source backup image file and the location for [Recovery to:] for saving the restored file.
Please configure the option settings, if necessary.

B8 File Recovery X

1. Select Recovery Point ( 2. File Recovery )

[ Backed up Files

O PTOYTErnT Fies o) a - -
B m Actiphy O Name Date Modified Type Size
B m Activelmage Prot.. logs 2021/03/22 16:50 Folder 7

m ActiveVisor o plugins 2021/03/21 18:20 Folder

™ AMDG4 O profiles 2021/03/22 16:49 Folder

m datalogs
O PtoV 2021703721 18:21 Folder

M ExtCmd

m icons O be 2021703721 1821 Folder

Ba imnnnfarmabe — . AANA AN P4 AR el
s= Recovery Items

File Path
Recovery options:

] Copy ACL
] Do not averwrite existing Folder and Files

T\Program Files (x86)\Actiphy\Activelmage Protectorilogs

Recovery to: Browse. .

Cancel = Back Done

Fig. 4.44 Backup file to restore, the restore destination

90



@ Select Folder

v [ This PC
~ [ Desktop
Documents
» OneDrive
> & (C)
> SR —[s(E)
=T =Ry N (5]
> P Network

Folder:  C\Users\administrator DOMAIN\Deskiop

o .

Fig. 4.44 Select a destination folder
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Click [OK] to start File Recovery task and the task is saved.

B Activevisor - o X

Operations View Preferences Tools Help

o P2 (| A 2 [+

Site Configuration Backup Schedule vStandby Client Settings Push Install Add Computer Monitoring

@ Dashicard | | Cclients | | @ Destinations | | [3 Fite Recovery |

activevisor > File Restore

Task Name Source Destination Files | Size Progress Task Log 1

Task_20210321_011013 [ server003 (©) 2021-03-22 22:50:24 T\Progra... CAUsers\administrato... 1 944 KB ¢ (W) 1617178213

@ Clear Completed Tasks © Cancel All Pending Tasks

Fig. 4.45 File Recovery Task
Click [Create new File Recovery Task] to launch [File Recovery] wizard as shown in Fig. 4.42.

Activelmage Protector provides a variety of Recovery features. In comparison, ActiveVisor
provides File Recovery feature only. Since ActiveVisor’s File Recovery feature runs locally on the
machine which ActiveVisor runs on, File Recovery can be performed without the need for other
agent or using Activelmage Protector. This feature is convenient to use for a quick file recovery.
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APPENDIX

A.1 Generating Support Information File

Please remember when contacting Actiphy’s Technical Support that you will be asked to provide
the client information. Especially when only agent is installed in the client, it is convenient to
generate the client information from ActiveVisor. The support information file will be generated in
Z|P file format in the local folder on the local host where ActiveVisor is installed.

Right-click on the managed client in the client list and select [Get Support Info] in the context
menu.

Computers - Location
B ACTIVEVISOR 192.168.1.50
4] .‘:i|:R\a"f'.|’n"" 1079801 51
2 mserver  ostectal 52
O B SERVEF Refresh All 34
5 B WIN10 Copy i5
Push install
Deploy »
Create Task »
Refresh
Send Ping

Restart Client Agent

Get Support Info

Config Client Settings »

Do Client Activation

Time Run Command Line

3/31/2021 11 Change Credentials sor

3/31/2021 1110 Add to Menitoring s0r

3/31/2021 1:0C 03
Power On

373172021 1:.0C 03
Reboot

3/31/2021 122
Shutdown
#8.1.50{Clients: 4

- Move to Unmanaged I

Fig. A.1 Get Support Info
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Creating Support Info...

%]

Fig. A.2 Creating Support information

When completed, the dialog provides the path to the location where the support information file is
saved.

- _ : SO et tns et
i Cet Support Informat i I RVEROQ
Done!

@ File has been generating in C\Program Files

[(xBENActiphy ActiveVisor AlPClients\ SERVEROOT\AIPDatas\ AlP-Supportinfo-
20210331171202 zip.

Fig. A.3 The location where the support information file is saved
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Please E-mail the support information file located in the above location when requesting Actiphy
for technical support.

M s | Extract AlPDatas - O x
Home Share Wiew Compressed Falder Tools . o
“ v 4 « ActiveVisor > AlIPClients » SERVER001 > AIPDatas v D 2

“ MName Date modified Type Size
# Quick access
I Desktop + ActiveVisor 3/30/2021 2:15 AM File folder
datalogs 3/30/2021 7:00 PM File Tolder
¥ Downloads o
- logs 3/30/2021 215 AM File folder
&) Dacuments 4 tasklogs 3/30/2021 2:15 AM File folder
= Pictures * &1 aipini 3/30/2021 8:05 PM Configuration sefti... 4 KB
& OneDrive B aip.log 3/30/2021 805 PM Text Document 362 KB
§ AlP-Supportinfo-20210331171202.zip 3/31/2021 1:12 AM Compressed (zipp... 587 KB
3 This PC 4] folderhistory.ini 3/30/2021 7555 PM Configuration setti... 1KB
¥ 3D Objects |5 taskslog 3/30/2021 7:55 PM Text Document 26 KB
[ Desktop
| Documents
| P 8
9items  1item selected 586 KB

Fig. A.4 Support Information File created in ZIP file format
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A.2 Reference - ActiveVisor

@Actiphy’s Web site

Our Web site provides access to comprehensive information including the product information,
related documents, technical support, updates, etc.

https://www.actiphy.com/jp

@ActiveVisor FAQ

https://enkb.actiphy.com/

Support information can be accessed at the FAQ web site.

@® For inquiries about ActiveVisor, please contact
Global Sales Dept., Actiphy Inc.

E-mail: global-sales@actiphy.co.jp
(TEL) +81-3-5256-0877 (FAX) +81-3-5256-0878

The software and the related documentation are proprietary products of Actiphy, Inc., and are
copyrighted to the company.

Copyright®© 2021 Actiphy, Inc. All rights reserved.

Activelmage Protector, Activelmage Protector Server, Activelmage Protector Desktop,
Activelmage Protector IT Pro, Activelmage Protector for Hyper-V Enterprise, ReZoom it! ,
Activelmage Protector Linux, Activelmage Protector Virtual, Activelmage Protector Cluster,
Activelmage Protector Cloud, Activelmage Protector Basic, ImageBoot, ImageCenter LE,
BootCheck, Activelmage Deploy USB and ActiveVisor are trademarks of Actiphy, Inc.

Other brands and product names mentioned in this guide are trademarks or registered trademarks
of their respective holders.
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